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Overview





ÅWhat is theLPC interface ?

o Stands for ά[ƻŎŀƭ tǊƻŎŜŘǳǊŜ /ŀƭƭέ

o Created for the Windows NT kernel for Windows subsystem

o Undocumentedkernelcomponent

o Provideslocal communication acrossprocesses 

ÅWhat is the ALPC interface?

o Stands for ά!ŘǾŀƴŎŜŘ [ƻŎŀƭ tǊƻŎŜŘǳǊŜ /ŀƭƭέ

o Addedin Windows Vista (still undocumented)

o Supports old LPC functions

o Redesign of LPC architecture and features
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IntroduceLPC & ALPC



ÅMany SYSTEM processes provide public LPC interfaces 

ÅHidden in classical Windows API functions

ÅLocal transportation for RPC and OLE

ÅShare mapped section across processes

o Available on almost all LPC interfaces (default)

o Improved privilege escalation reliability

o WLSIby Cesar Cerudo

ÅLPC is now well documented on the internet
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Why LPC is interesting ?

http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-Cerrudo/bh-eu-06-Cerrudo-up.pdf


ÅShares interesting points with LPC

ÅDesign concerns

o Important new component of the Windows Vista kernel

o Compatibility with LPC interfaces

o Performance improvement

ÅSecurity concern

o Modification on remote section mapping

o Security Development Lifecycle (SDL)

o LPC interface was secure after multiple security patch
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Why ALPC is interesting ?
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ÅClassical communication architecture (Server / Client)

ÅLPC works with a named object named a Port

o Specified during port creation and connection

o Supports ACL restriction by security descriptor

ÅIncoming connection can be discarded

ÅMessage based communication

o Queue mechanism ςa HANDLE per client on server (optional)

o Multiple message types (connection, request, replyΧύ
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LPC interface details



ÅLPC interface was secured though many patches

o MS00-003- Spoofed LPC Port Request

o MS00-070- Multiple LPC and LPC Port Vulnerabilities

o MS03-031- Cumulative Patch for Microsoft SQL Server

o MS04-044- Vulnerabilities in Windows Kernel and LSASS

o MS07-029- Windows DNS RPC Interface

ÅFirst vulnerabilities allowed message spoofing / sniffing

ÅLPC design issues
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Past LPC vulnerabilities



ÅThere are many reasons for looking at LPC interfaces

ÅUnderstand LPC design

ÅPossible restriction of public interfaces

ÅBlock remote section mapping

ÅPrivilege escalation techniques

o Understand basics

o Think about new protection layers against it
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LPC research



11



ÅThe Local Security Authority Subsystem Service (LSASS) 
provides services for local and domain users

o Critical system component

o Handles user authentication (access to SAM database), user and 

group privileges, password policies Χ

Ålsasrv.dll manages "\LsaAuthenticationPort" port

o Public port available with a guest account

o Almost all LSASS features are provided by this interface

o Implements a LPC dispatch table
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LSASS LPC interface
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LSASS dispatch table


