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CSRSS Local Elevation of Privileges
Registry Link Unicode Parity Buffer Overflow DoS
Registry Link 16-bit Integer Wrap Buffer Overflow Local Elevation of Privileges
Registry Link Access Control List NULL Pointer Dereference DoS
Registry Link Race Condition DoS
Registry Link Cross-Hive Registry Information Disclosure

Registry Link Cross-Hive Local Elevation of Privileges
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CSRSS Local Elevation of Privileges

CVE-2010-0023

Affected Windows versions:
Awindows 2000 x86 SP4
Awindows XP x86 SP2 & SP3
AWindows XP x86-64 SP2
Awindows Server 2003 x86 SP2
Awindows Server 2003 x86-64 SP2
Awindows Server 2003 Itanium SP2

DEMO 1
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CSRSS i what is it? ” f(
s

User Mame Winsrv.dll

SToTEM Csrsrv.dll Basesrv.dll

Client/Server Runtime Subsystem

Windows Subsystem Communicates with

processes via

Manages a list of processes (Advanced) LPC

The list is used to kill them

-
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CSRSS T vulnerabllity? <

CsrExitProcess
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CSRSS 1T how the exploit works

Presenti nge -WMaddbutiimiial) Attack! t

Plant exploit Admin log In
0

trigger
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CSRSS i what does work? ” <
* L

Not everything from the API works when CSRSS (,‘
thinks the process is dead! ‘
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CSRSS 1T how the exploit works <

» ”
Immortal Exp’Oit

7
1. Send the CsrExitProcess opcode
2. Log off
3. Wait for another user (admin!) to log on
4. Take a screen shot*
5. Display the screen shot top most*
6 . R u nocafgrouwp administrators add EvilNotMaido *

7. Let the user log off, and relog as admin J
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CSRSS - how the exploit works

DEMO 2
Again
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Registry LInK Unicode FParity burer Overriow P
DoS o -

CVE-2010-0235 .

-

Affected Windows versions:
Awindows 2000 SP4
AwWindows XP SP2 & SP3
Awindows Server 2003 SP2
Awindows Vista Gold

DEMO 3
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Registry i what is a Link? <

No magic here J
Just plain simple nthis KkKey
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Registryi what 1 s a LI nk? T;{h,n

7

~ REG_LINK type key
~ Default Value = destination key
l © UNICODE

\Registry\User\SID\Softhy J
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Registry i How to create a link? <

\f\vba REGLN by Antoni Sawicki

l‘ ‘ http://www.tenox.tc/out/#regin
*)

OR -

l_l

NtCreateKey with REG_OPTION CREATE_LINK

NtSetValueKey with REG_LINK
A
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Registry T the vulnerability” PPN

— ¢
" What if DataSize

IS odd?
E.g. 37

Count = DataSize :
while(Count)

{
[ é]
Count -= sizeof (WCHAR);
} [ é]
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R@ngtry LINK Unicode Parlty putrer Overrtiow K
DoS » ”
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Registry Link 16-bit Integer Wrap Buffer Overflow V.2
Local Elevation of Privileges o e

CVE-2010-0236 7

<

Affected Windows versions:
Awindows 2000 SP4
Awindows XP SP2 & SP3
Awindows Server 2003 SP2
Awindows Vista Gold

DEMO 5
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Creating Symbolic Link Chains i what is it? P f(
Y 4

-

\ Registry \ Machine \ SymbolicLinkl

\ Registry \ User \ SID\ SymbolicLink2
Registry Link

_ _ o Chaining
\ Registry \ Machine \ SOFTWARESymbolicLink3

Each key points to the successive
key(l 1 nk) &

é till a normal key is encountered
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Chained Symbolic Link Management PR

/

1. GettheL 0 Sy mb o |l i ®laluenckrntats u e
2. Length = (USHORT)ValueLength + sizeof(WCHAR);
3. Check if Length > OXFFFF «—— Sanity check fail J
4. If Length > Current B u f f Leemgth s
4.1. Reallocate the existing buffer, using Length

5. Copy the value data into the buffer, using

.~ CURRENTNAMEBUFFER
{
o NEwnawe
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Chained Symbolic Link Management | <

A

. IJ E | ‘ What if \
Length = (USHORT)‘L ValueLength ValueLength > OXFFFF ?

if (Length > CurrentLength ) l’
Buffer = Reallocate ( );

Copy( Buffer,Data, );
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Registry Link 16-bit Integer Wrap Buffer Overflow V.2
Local Elevation of Privileges o e
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DEMO 6
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Registry Link Access Control List NULL Pointer
Dereference DoS

CVE-2010-0234

Affected Windows versions:
Awindows 2000 SP4

Awindows XP SP2 & SP3
Awindows Server 2003 SP2
Awindows Vista Gold, SP1, SP2
Awindows Server 2008 Gold, SP2

DEMO 7

ANCEN
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Registry Symbolic Link capabilities

Transparent for
ARegQueryValue
ARegQueryMultipleValues
ARegQuerylnfoKey

Transparent for
ARegSetKeyValue
ARegSetValue
ARegCreateKey

How about security
rights?
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Registry Symbolic Link T security access
rights

The kernel fails to parse

T NtOpenKe
the symbolic link name Pemsy

4
ObOpenObjectByName

4
ObpLookupObjectName
4

1 CmpParseKey
\4

CmpGetSymbolicLink
4

ExFreePoolWithTag(
4

);
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Registry Symbolic Link T security access £
rights e
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DEMO 8
AGAIN


http://hispasec.com/

Registry Link Race Condition DoS

CVE-2010-0238

Affected Windows versions:
Awindows 2000 SP4
Awindows XP SP2 & SP3
Awindows Server 2003 SP2
Awindows Vista Gold

DEMO 9

\on
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Registry Link Race Condition DoS

Is registry access through links
thread-safe?

Mmm é nope!

Fine, how do we check it?

L e tradesence a link through MAANY threads! J
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for( int i=0;i<  NumberOfThreads ;i++)

{
}

CreateThread ( ThreadRoutine );

while (1)

{

RegOpenKeyEXx( Regisirylink

);
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Registry Link Race Condition DoS - details » f
© User-mode address 7
L,

NtOpenKey ( KeyHandle,Access, )

\/

ObOpenObjectByName ( , €

I_V

ObpLookupObjectName ( RootDirectory~, , €

-~
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Registry Link Race Condition DoS - detalls

eax=00f8000f ebx=f40b6c68 ecx=e1ldab000 edx=00000011

esi=0052005c¢ edi=00000000 eip=80563ed6 esp=f40b6bd0

ebp=f40b6c28 iopl=0 nv up ei ng nz ac pe cy

cs=0008 ss=0010 ds=0023 es=0023 fs=0030 gs=0000 efl=00010297

nt!ObpLookupObjectName+0x355:
0008:80563ed6 6683395c cmp word ptr [ecx],5Ch



http://hispasec.com/

Registry Link Race Condition DoS

DEMO 9
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Registry Link Cross-Hive Registry Information Disclosure ¢

CVE-2010-0237 / #
21n1

Affected Windows versions:
Awindows 2000 x86 SP4
Awindows XP x86 SP2 & SP3
AWindows XP x86-64 SP2

DEMO 10
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Registry Hive T what is it ?
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